Tap chi Khoa hoc Truong Pai hoc Can Tho

Phan A: Khoa hoc Tu nhién, Cong nghé va Méi truong: 33 (2014): 58-68

Tap chi Khoa hoc Truéng Dai hoc Can Tho

*

website: sj.ctu.edu.vn

HE THONG PHAT HIEN XAM NHAP CHO MANG KHONG DAY
DUA TREN PHAN MEM NGUON MO

Ngb Ba Hung' va Ngb Trung Hiéu'

! Khoa Cong nghé Théng tin & Truyén thong, Trwong Pai hoc Can Tho

Thoéng tin chung:
Ngay nhdn: 23/04/2014
Ngay chap nhan: 28/08/2014

Title:

Using open source software
to build Intrusion Detection
System for wireless network

Tir khoa:

Xam nhdp, IDS, mang khong
day, phat hién xam nhdp, tan
cong mang khong day

Keywords:

Intrusion, IDS, wireless
network, intrusion detection
system, wireless attack

ABSTRACT

WLAN (Wireless Local Area Network) have become ubiquitous in today's
world. With a capability providing “over-the-air” connections, WLAN
may be the best choice for accessing Internet anytime and anywhere
without heavy investment in infrastructure. In recent times, insecure
wireless networks have been exploited to break into companies, banks, and
government organizations. The frequency of these attacks has intensified.
Therefore, it is very necessary and important to deploy a Wireless
Intrusion Detection System (WIDS). Unfortunately, WIDS is usually very
expensive, hard to customize and expand. This paper aims at proposing an
effective alternative solution to deploy WIDS, which completely bases on
open source software and customer-level network devices with low cost.
This WIDS solution offers many edge features which are only found in
expensive devices. These fearures include inside/outside wireless attack
detecting, SMS alerting, and database supporting.

TOM TAT

Ngay nay, mang cuc bo khong day (WLAN - Wireless Local Area Network)
da tro nén vo cung phé bién ¢ khdp noi trén thé gidi. Véi ddc tinh cung
cap két néi “qua khong khi”, mang WLAN c6 thé dwoc xem nhur lea chon
tot nhat cho nhu cau phé bzen Internet moi hic moi noi ma khéng can dau
twe nhiéu vao co sé ha tang ¢ cdc nuwde dang phat trién. Trong thoi gian
gan ddy, nhitng diém yéu vé bao mdt trong mang WLAN da lién tuc dwoc
khai thic nham muc dich dot nhdp cdc ngdn hang, cong ty va cdc t6 chire
khdc... Tan sudt dién ra cdc cugc tan cong da va dang cé chiéu hwong gia
tang. Do do, bén canh viéc trién khai mang WLAN, viéc trién khai mot hé
thong phat hién xdm nhdp mang khéng day (WIDS) ciing vé ciing can
thiét. Tuy nhién, cdc hé thong WIDS nay thuong ddt tién, khé khan trong
viéc tiy bién va mo rong theo myc dich riéng cia nha trién khai. Bai bdo
nay nham dé xudt mét gidi phap hiéu qua dé trién khai mot hé théng WIDS
voi gid thanh thap, dwa trén cdc san pham md nguon mé va cdc thiét bi
truy cdp khong day thong thuong, co kha nang phat hién va canh bdao som
cdc hinh thirc tdn cong mang khong day tir bén ngodi va tir bén trong
mang WLAN.
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1 GIOI THIEU

Nhu cau truy cdp Internet qua mang khong day
khong ngung gia ting, dac biét & cac nudc dang
phat trién, vi du hién nay tai Vi€t Nam c6 chuong
trinh phii séng mang khong day cho cac thanh phd
truc thudc trung wong va cac thanh phd du lich nhu
Hoi An, Pa Nang, Quang Ninh... Mang khong day
mang dén nhing loi ich to 16n cho ngudi dung
théng qua viéc cung cdp kha nang két ndi moi noi
moi luc mot cach dé dang. Bén canh nhimg thuén
loi, mang khong day ciing chira dung nhiéu rai ro
tiém 4n vé& bao mat cho ngudi st dung, vi du
hacker hoan toan c6 thé nghe 1én (sniffing) cac
thong tin quan trong cia nguoi ding néu mang
khong ddy khong st dung méd hoa, nguoi dung dé
bi lra dé truy cap vao cac diém truy cap gia mao dé
lay cap thong tin... Pong thoi, nha cung cap dich
vu mang khong déy hay doanh nghiép ciing c6 thé
phai himg chiu cac rui ro nhu cac cude tan cong tir
chéi dich vu (De- authentication) dé 1am té liét hoan
toan kha nang cung cap két ndi cua cac diém truy
cap, tn cong gay nhiéu séng [10]...

Hién nay, cac hang cung cép thiét bi mang ndi
tiéng nhu Cisco, AirDefense, AirTight... déu cung
cap nhitng giai phap phat hién xdm nhap mang
khong day (WIDS- Wireless Instrusion Dectection
System) cua riéng ho. Vi du nhu Cisco ¢6 kién tric
Cisco Unified Wireless Network (CUWN) hd tro
tinh nang IDS dé phat hién cac hinh thiic tin cong
tir bén ngoai mang WLAN ¢ ting 1 va tang 2 ciing
nhu phat hién duoc cac hinh thirc tin cong tir bén
trong mang WLAN (Inside Attack - tirc xuat phat
tu cac client trong mang WLAN). Tuy nhién, cac
giai phap nay déu kho dé trién khai tai cac nudc
dang phat trlen hay cac doanh nghiép vira va nho
do nhleu yéu td, trong d6 g1a thanh tr1en khai cao la
nhan td hang dau. Vi du gia dé trién khai mot hé
théng CUWN co ban cia Cisco khoang trén 8000
USD, bao gém 1 Cisco Wireless Controler hd trg
cho 12 Access Point voi gia 4000 USD [14][18], 2
Access Point gia 1000 USD [6] cho hé thong chi
hd trg 5 Access Point, tit ca thiét bi deu phai dat
hang va nhép khiu tir cac nude phat trién, ngoai ra
can c6 nhén vién quan tri dugc dao tao dé cai dit,
céu hinh, quan Iy [4]...

Xuét phat tir Iy do trén, bai bao nay dé xuét mot
giai phap khac gitp tiét kiém vé mat kinh té nhung
van dam bao tinh hiéu qua cao dé xay dung hé
thong IDS cho mang khong day dua trén kién trac
phan tan, st dung cac san pham phan mém ngudn
mo va cac thiét bi truy cap mang khong day thong
thuong, pho bién trén thi truong voi gia thanh ré.
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Hé thong IDS cua bai bao nay co thé giam sat va
phat hién dugc cac hinh thirc tin cong tir bén trong
13n bén ngoai mang WLAN, canh bao tirc thi cho
nha quan tri thong qua tin nhin SMS (c6 thé trién
khai thém SNMP, SMTP...), luu trir lai cac thong
tin lién quan dén cudc tin cong bang co so dir lidu
tap trung, c6 kha nang hoat dong nhu mdt hé théng
nhat ky trung tdm cho mang cuc by khéng day
(WLAN) ciing nhu cung cép kha ning quan trji hé
thong thong qua img dung Web.

Bai bao nay gdm 6 phan. K& tiép 1a phan giéi thiéu,
trong phan s& trinh bai cic nghién ciru c6 lién quan
dén hé théng IDS duge dé nghi. Phan thtt ba s&
giéi thiéu hudng tiép can moéi cua hé thdng. Chi
tiét v& hé thong s& duogc trinh bay ¢ phan thir tu.
Phan thir nm s& trinh bay vao thao luan vé két qua
cai dat, cac truong hop thir nghiém ciing nhu két
qua. Cudi cung 1a phan két ludn va hudng phat
trién cua hé théng dé xuat.

2 CAC NGHIEN CUU LIEN QUAN

Céac hinh thirc tin coéng trong mang cuc bod
khong ddy WLAN c6 thé chia ra lam 2 loai: T4n
cong tr bén ngoai mang khong day va tan cong tir
bén trong mang khong day. Tan cong tr bén ngoai
mang khong day 1a cac hinh thirc tan cong o tang 1
va tang 2 trong mo hinh OSI [7]. Pho bién nhat 13 2
kiéu tan cong tur chéi dich vu (De-authentication
Attack) va tn cong nic danh gia dang mot Access
Point (Rogue Access Point Attack) [16]. De-
authentication Attack v6i y tudng chinh 1a hacker
sé glri nhimg khung De-authentication (thudc kiéu
khung Management trong mang khong ddy) nham
¢ép client va Access Point thuc hién lai qua trinh
ching thuc, Kkét qua la hacker cé thé nghe trdm cac
thong s6 ciia qua trinh ching thuc giita client va
Access Point dé tién hanh do va 13y cac khoa WEP,
WPA, hay lam té li¢t hoan toan kha nang két ndi
giita cac client va Access Point bang cach giri
quang ba lién tuc nhirng khung De-authentication.
Rogue Access Point Attack 1a hinh thirc tin cong
v6i y tuong chinh 1a hacker s€& tao mot Access
Point gid mao, trung SSID v&i Access Point that,
lira nguoi dung két nbi vao, tir d6 trién khai cac
hinh thirc tin cong nang cao khac nhu Men-In-The-
Middle, SSL Stripping Attack [8]...

Céc hinh thirc tan cong tir bén trong mang
WLAN la cac hinh thirc tin cong tir tang 3 ciia md
hinh OSI tr& 1én. Cac cudc tn cong ndy xudt phat
tr client da tham gia vao mang WLAN tuong ty
nhu cac hinh thic tdn cong thong thuong trong
mang co day.
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Céc giai phap WIDS tir cac hing bao mat ndi
tiéng nhu Cisco, AirDefense, AirTight... néi chung
déu c6 kha ning giam sat va phat hién cac cudc tan
cong tir bén ngoai 1an bén trong noi trén, co6 kha
nang luu trit cic thong tin lién quan dén cudc tin
cong vao co sé dit li¢u, giri canh bao qua SNMP,
SMTP... Tuy nhién, cac giai phap nay déu kho
trién khai tai cdc nudc dang phat trién vi cac 1y do
nhu da trinh bay trong phan gidi thiéu, ddng thoi,
hau hét déu thiéu chirc ning guri canh béo tirc thi
cho nha quan tri thong qua tin nhin SMS khi ¢6 su
kién xdu xay ra.

Céac dy an IDS mién phi cho mang khong day
da timg duoc khoi dong va phat trién nhu widz hay
Snort Wireless déu trg thanh du an “chét” hodc
nglmg cdp nhat tir nhidu nam vé trudc. Hién nay,
giai phap IDS mién phi duy nhat cho mang khong
day van con dugc duy tri va phat trién 1a Kismet
[12]. Kismet dugc phat trién boi Mike Kershaw
dudi gidy phép GPL va c6 thé hoat dong nhu mot
WIDS, tuy nhién, Kismet chi c6 thé phat hién dwoc
cac cudc tin cong tir bén ngoai mang WLAN dya
vao viéc phan tich dur liéu ¢ tang MAC Layer (tang
con thudc tang Data-Link) khong dugc ma hoa. Bé
lam dugc vigc nay, Kismet tao mdt giao di¢n mang
4o (virtual interface) hoat déng & ché do monitor
dua trén giao dién mang khong day ctiia Access
Point, sau d6 tién hanh bit cac goi tin bang giao
dién mang a0 nay dé phan tich. Pbi voi cac khung
dir liéu dugc ma hoa thi Kismet khong thé phan
tich dé phat hién ra cac ddu hiéu tan cong. Ngoai
ra, Snort [11] dugc biét dén nhu mot giai phap phat
hién va phong chéng thim nhap (IDS/IPS —
Intrusion Detection and Prevention Systems)
ngudn mé manh mé va dugc sir dung rong rai trén
toan thé gidi dé phat hién cac cudc tan cong tir ting
3 trg 1én. Tuy nhién, do dir liéu truyén trong mang
khong day dugc bao vé boi khoa phién, khién cho
Snort khong thé “doc-hiéu” duoc dit lidu, tr do
khong phét hién dugc cac cudc tin cong trong ndi
bd cua mot mang khong day.

Quadrant Information Security cling dua ra giai
phap IDS mién phi cho mang khong day véi y
tuong chinh 1a cai dat may tinh tré thanh mot
Access Point, sau d6 trién khai Snort va Kismet 1én
may tinh, tir d6, co thé phat hién dugc cac cudc tAn
cong bén ngoai 1an bén trong [2]. Tuy nhién, giai
phap nay chi mang tinh chit “thir nghiém”, khong
thé trién khai duogc trong thuc té vi nhiéu 1y do nhu
kich thuéc cia may tinh to hon nhiéu so véi
Access Point, khong thé dat may tinh & nhimng vi tri
nhu treo tudng hay ngoai troi, dién nang ti€u thu
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clia may tinh cao hon nhidu so vdi Access Point,
ton kinh phi trang bi phan cirng may tinh...

Jason Murray timng c6 bai viét vé giai phap IDS
cho khong day voi y tuong chinh 1a cai dat Kismet
trén nén tang OpenWRT 1én Access Point, nho
véy, Access Point co thé phat hién dugc cac cude
tan cong tir bén ngoai mang WLAN [9]. Tuy nhién,
giai phap nay chwa thé phat hién duoc cac cudc tin
cong tlr bén trong mang WLAN, khong hd trg luu
trir thong tin vé cdc cudc tin cong vao co so dit
liéu, d& dan dén qua tai do viéc xur Iy gbi tin dugc
thuc hién trén Access Point, khong tu dong g
canh béo.

3 HUONG TIEP CAN MOI

Hinh 1 cho thdy phuong thirc trién khai mot hé
théng IDS truyén théng cho mang khong day.
Trong do6, Switch s€ dugc cau hinh véi ky thuét
Port Mirroring nhim chuyén tiép bao sao cua tat ca
g0l tin vao/ra cua Access Point A hay B vé IDS
Server dé tién hanh phan tich dit lidu trong cac goi
tin nham phat hién ra cac hanh vi xam nhép va tAn
cong mang. Trong kiéu trién khai nay, hé thong
IDS c6 thé kiém soat mot cach hidu qua toan bd
luu thong vao va ra cua hé thong mang khong day,
va xac dinh dwoc cac mbi nguy hiém tiém an nhu
cac hoat dong xam nhdp, virus, worm, hay cac
hanh dong nguy hiém khac... Tuy nhién, hé théng
IDS hoan toan khéng thé kiém soat hoat dong trén
mot mang WLAN riéng 1¢, ttc nhiing luu thong
ndi bo trong WLAN cua Access Point A hay B.
Két qua 1a khi hacker tham nhap vao hé thong
mang WLAN, hacker hoan toan c6 thé tin cong bat
ky client nao trong WLAN (inside attack) ma
khong bi hé thong IDS truyén théng phat hién [1].

Rnu|e®
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Switch DS Server
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‘Access PointA
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Urmonitored Attack Target Hacker

Access Point B

Hinh 1: Giai phap IDS truyén théng cho mang
khong day
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pé giam sat va phat hién dugc nhiing cude tn
cong bén ngoai mang khong day, nguoi ta thuong
sir dung mot hay nhiéu wireless sensor, nhiing thiét
bi nay c6 nhiém vu bt tat ca cac khung dir liéu
trong pham vi thu song cta no, truyén tat ca cac
khung nay vé IDS Server dé phan tich xu 1y.

Dé vuot qua nhing trd ngai nay, hudng tiép can
dugc d& xuit & day la sir dung chinh cac Access
Point nhu nhiing wireless sensor c¢6 kha nang nhan
va giai mi cac goi tin dugce truyén tai giita cac thiét
bi ndi két trong cing mot mang WLAN ma Access
Point d6 quan 1y va giri chung vé cho IDS server dé
phan tich phat hién cac cudc tin cong xay ra bén
trong mang WLAN. Ddng thoi Access Point ciing
duoc cai dat dé thu thap tht ca céc khung dir li€u
bén ngoai nham phét hién ca cac cudc tin cong tir

Wireless Attacks
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bén ngoai theo kiéu De-authentication Attack hay
Rogue Access Point Attack.

Hinh 2 cho thdy so db kién triic cta hé thong
IDS dugc dé nghi. Trong giai phap nay, mdi
Access Point s& duoc cai dat dé co thé thu thap 2
loai dit liu thong qua 2 sensor 4o (virtual sensor):
Outside Attack sensor s€ thu thap cac Frame khong
mé hoéa phuc vu cho phat hién tan cong ngoai va
Inside Attack sensor s€ thu thap cac khung dir liéu
trong WLAN, giai mi chung dé truyén vé IDS
Server, day 1a noi tién hanh phén tich khung nhan
duoc tir 2 loai sensor, néu phat hién c6 hién tugng
tan cong bén trong hay bén ngoai WIDS server s&
guri thong tin nay dén Alert system. Hé thong Alert
system s& c6 nhitng hanh dong dap tra lai sy kién
nay, vi du giri tin nhian SMS dén s6 dién thoai da
cai dit san.

IDS Server

Hinh 2: Kién triic méi ciia hé théng IDS

Véi tiéu chi cung cép mot giai phap WIDS hiéu
qua gia thanh thip cho nén chung t6i chon giai
phap ma nguon mo va cac access point khong dat
tién dé cai dat thiét ké giai phap cua minh. Chi tiét
vé viéc thiét ké va cai dat hé thong IDS dwoc dé
nghi s& dugc trinh bay & phan ké tiép.

4 TONG QUAN VE HE THONG IDS
PUQC PE NGHI

Noi dung phan nay cua bai bao s€ gidi thiéu
mot cach tong quan vé cac thanh phan ciia hé thong
IDS ma bai bao nay dé xuit ciing nhu cach thirc
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hoat dong, tuong tac ciia cac thanh phan nay
v6i nhau.

4.1 Giéi thiéu chung v& cAc thanh phan chinh

Dua trén cac danh gia tir cac cong dong ma
nguon mo, ching t6i chon cac phin mém ma
ngudn mé sau dé cai dit cho giai phap ciia minh:

— OpenWRT [15] 1a mot ban phan phdi
GNU/Linux danh cho céc thiét bi nhing. Thay vi
tao ra mdt firmware don 1€, tinh va khong thay ddi,
OpenWRT cung cép mot hé théng tap tin ho tro
ghi chép day du (fully writable filesystem) cing
v6i hé théng quan 1y goi (package management).
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Thong qua viéc trién khai OpenWRT 1én Access
Point, Access Point tr thanh mot thiét bi van hanh
trén nén tang Linux, nhd d6 dé dang cai dat cac
phén mém khac 1am nhiém vu cta Outside Attack
Sensor va Inside Attack Sensor.

Kismet Drone [12] 14 g6i phin mém dwoc
cai dat 1én OpenWRT dé 1am nhiém vu ciua mot
Outside Attack sensor, thu thap cac khung hd tro
cho viéc phat hién cac cude tn cong tir bén ngoai.

— Kismet Server [12]: Goi phén mém cai dat
trén IDS server don nhan va phan tich cac frame
giri vé tir Kismet Drone nham dé phat hién cac tin
cong ngoai mang WLAN.

—  Daemonlogger [5] & goi phin mém dwoc
cai dat 1én OpenWRT dé 1am nhiém vu ciia mot
Inside Attack sensor, thu thap cac khung truyén tai
giita cac thiét bi da nbi két vao mang WLAN cua
Access Point va chuyén cac khung (dd duoc giai
ma) vé IDS Server phuc vu cho viéc phat hién cac
cudc tn cong bén trong mang WLAN.
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server don nhan va phan tich cac frame guri vé tir
Daemonlogger nham dé phat hién cac tan cong bén
trong mang WLAN.

Script Component: mdt tdp hop cac doan
ma script nhim dén nhén cac su kién tir Kismet
Server va Snort xuit ra dé tién hanh dua ra canh
bao ciing nhu luu trir cac thong tin li€n quan vao co
s dir ligu.

— ADB (Android Debug Bridge): cau ndi giao
tiép giita Linux va Android Phone. Alert System s&
thong qua cau ndi nay dé twong tic v6i Android
Phone.

— Ngoai ra con st dung mot s phan mém
cong cu khac nhim ting tc qua trinh xir Iy chuyén
ddi dix lidu tang hi€u qua hoat dong cua toan bd
giai phap.

Hinh 3 cho thiy vi tri cta cac phin mém nay
trong hé théng IDS dugc d& nghi. Cac phan tiép
theo s€ trinh bay vai tr0 va nguyén tac hoat dong
clia timg thanh phan trong hé thong.

— Snort [11]: Gbi phan mém cai dat trén IDS
Wireless Attacks
ﬂ\\
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-
-
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Kismet Drone Ou:eah> Kismet Server ﬁ
Access Point .
Script |=>
with OpenWRT DS Server Component Database
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((-

Clients

Hinh 3: Vi tri cAc phin mém trong hé thong IDS

4.2 OpenWRT trén Access Point

OpenWRT 1a mét ban phan phdi GNU/Linux
danh cho céc thiét bj nhung duoc tiy bién dé nap
va chay nhu mot hé diéu hanh cho cac Wireless
Access Point dé cung cap cac ndi két dong thoi cho
cac thiét bi khong day nhu may tinh x4ch tay, dién
thoai di ddng may tinh bang... V& mit vt Iy, mot
Access Point duge thiét ké nhu mot may tinh voi
cAu hinh khiém ton, vi du RAM 32 MB, flash size
4MB, bd vi xir Iy 400 MHz va cac card giao tiép
mang. Mot Access Point thuong co 2 loai card giao
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tiép mang: mot hodc nhiéu NIC dé giao tiép VOl
mang c6 ddy va moét WNIC dé giao tiép v6i mang
khong day. OpenWRT xem céc giao tiép mang nhur
nhitng giao dién mang trong mot hé didu hanh
Linux thong thuong. Chang han, véi thiét bi TL-
WR94IND cua TP-Link, card giao tiép mang
khéong day WNIC s€ tng voi giao dién mang
wlan0, card giao tiép mang c6 day NIC s& dugc két
nbi véi switch dé cho ra 4 giao dién mang lan lugt
1a lanl, lan2, lan3, lan4 twong Gng voi 4 cong &
mit sau cua thiét bi (nhu Hinh 4).
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Hinh 4: Kién tric TP-Link TL-WR941ND dwoc
stt dung trong hé thong thyec té

Access Point 13 diém két tap toan bd luu thong
cua mang WLAN, do do, tht ca céc goi tin luu
thong trong mang WLAN déu xuit hién & giao
dién wlan, nhu vy, nhiém vy cua daemonlogger
(dong vai tro Inside Attack sensor) l1a ling nghe
trén giao dién wlan nay dé giri ban sao cua tt ca
g0i tin trong giao di¢n nay sang mét giao dién lan
ma tr d6 IDS Server c6 thé nhin duge. Do
daemonlogger hoat dong & ting Application trong
md hinh OSI, nén dit liéu dau vao (tic nhiing dit
liéu daemonlogger nhan dugc tir giao dién wlan) 1a
nhitng dir liéu da duoc gidi ma & dang plain-text
bdi chinh Access Point. Hon nita, giao dién wlan
cling c6 kha nang thu thip nhiing khung dir li¢u
bén ngoai mang khong day, nhung do dang hoat
dong & master mode nén nd khong thé lam dugc
didu nay, giai phap la Kismet Drone s& tao mot
giao dién ao (virtual interface) hoat dong & monitor
mode tr giao dién wlan nham thu thap nhiing
khung dir liéu bén ngoai mang khong day va
chuyén tiép cac khung nay dén Kismet Server dugc
cai dat trén IDS Server phuc vu cho viéc phat hién
cac cudc tAn cong ngoai vao mang WLAN.

4.3 1IDS Server

IDS server thuc té 1a mot may tinh van hanh
trén nén tang Linux, dugc cai dat Kismet Server va
Snort dé phan tich cac khung va géi tin do Kismet
Drone va Daemonlogger ctia Access Point giri dén.
Néu mot khung hay géi tin chira cac ddu hiéu hay
khop voi cac quy tic di dugc thiét dat trong
Kismet Server hay Snort thi IDS Server s€ dua ra
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canh bao (xuét ndi dung canh bao ra man hinh,
dong thoi, glri yéu cau sang Android Phone) dong
thoi ghi nhén ndi dung goi tin do6 cung cac thong
tin lién quan vao mot co s& dit liéu nhat ky.

4.3.1 Luong xit Iy dit liéu ciia Kismet

Ludng xir 1y dit lidu cua Kismet dugc md ta
nhu Hinh 5.

Kismet
Server

-»
l ﬁ-

Android Phone
< t

Database Server

Hinh 5: Ludng xir Iy dir liéu ciia Kismet

Truéc hét, Kismet Server nhan dir lidu tur
Kismet Drone (van hanh trén Access Point) guri
dén, xir 1y dir lidu nay va xuét canh bao ra tap tin
Kismet Log (néu co). Tién ich Swatch s& theo ddi
tap tin Kismet Log. Néu phat hién c6 su thay ddi,
Swatch s€ goi mét doan Script dac biét, truyén
tham s6 vao doan Script nay thong qua ky thuét
4ng dan pipe. Poan Script nhan tham s0 truyén vao
tir Swatch (tham s6 & day 1a chudi canh bao ma
Kismet dua ra va luu vao Kismet Log), tién hanh
phan tich chudi, trich xuat cac thong tin can thiét,
tao truy van dé luu trir vao co s¢ dir liéu, ddng thoi,
thong qua cau ndi ADB (Android Debug Bridge),
tao yéu cau cho dién thoai Android dé gui tin nhin
dén sb dién thoai cua nha quan tri da duogc cai dat
trude.

4.3.2  Luong xit Iy dir liéu ciia Snort

Ludng xtr 1y dit liéu cua Snort dwoc mé ta nhu
Hinh 6.
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Hinh 6: Ludng xir Iy dir liéu ctia Snort

Trude hét, Snort nhan dir liéu tir Access Point
guri dén, xir Iy dir liéu nay, va xudt canh bao (néu
c6) ra tap tin theo 2 dinh dang khac nhau la:
Unified2 va AlertFast Log. Mot tién trinh doc lap
voi tén goi la Barnyard2 s& doc tap tin cd dinh
dang Unified2, phan tich, trich xuit ra cac thong
tin, va tao truy van dé chén nhiing thong tin can
thiét vao co s dit liéu. Phan con lai tuong tu nhu
ludng xir 1y dit liéu cta Kismet. Swatch sé& theo doi
tap tin Alert Fast, néu co thay dbi, sé goi mdt doan
Script, truyén tham sb thong qua ky thuat dng dén.
Poan Script nay sé& tién hanh phan tich chudi dugc
truyén vao, thong qua ciu ndi ADB, tao yéu cau
cho dién thoai Android dé gui tin nhén dén sb dién
thoai ciia nha quan tri da dugc cai dat trude.

4.4 H¢ thong quan ly sy kién xAm nhép

Bén canh chirc ning canh bao bing cach gui
SMS dén sb dién thoai d3 thiét dit trude cua nha tri
hé théng, mot ing dung web ciing dugc cai dat dé
cho phep nha quan tri xem mét cach tong quat hay
chi tiét vé& cac sy kién x4u xay ra trong hé thong
mang khong ddy cua minh da duoc Iuu lai trong co

s& dir liéu boi Kismet Server va Snort.

5 CAI PAT, THU NGHIEM, KET QUA
VA SO SANH

5.1 Cai dat, thir nghiém va két qua

Dé kiém tra kha ning hoat dong va dap img cua
hé théng IDS d& nghi, tac gia di trién khai thir
nghiém trén thiét bi that. Firmware ctia Access
Point TP-Link TL-WR94IND duoc thay thé bang
OpenWRT phién ban Attitude Adjustment 12.09.
Sau do cai dat thém vao OpenWRT goi Kismet
Drone nim trong bd Kismet-2013-03-RIb cua
Kismet va daemonlogger tu respository cua
OpenWRT d& Access Point TP-Link TL-
WR941ND tré thanh mot WIDS Access Point cia
giai phap d& xuit. IDS Server van hanh trén nén
tang Ubuntu 13.04, dugc cai dat thém Kismet
Server nam trong bd Kismet-2013-03-R1b, Snort
2.94.5 va cac gb6i khac nhu Apache2, PHPS,
MySQL, android-tools-adb...tir respository cua
Ubuntu. Pién thoai Android 1a loai dién thoai
Android théng thuong, bat ké van hanh dudi quyén
root hay user déu twong thich ot voi hé thong nay.

SSID: NgoTrungHieuWRT

Android Phone g

IDS Server

(@)
()
b =

Access Point A Hacker

I3

Client Client

Hinh 7: M hinh Kiém tra tin cong bén ngoai mang khong day

MO hinh thtr nghiém 'gén cong bén ngoai duge
thé hién nhu Hinh 7. Két qua khi trién khai tan

cong bén ngoai mang khong déy thir nghiém trinh
bay cu thé trong Bang 1, két hop véi viéc so sanh
voi gidi phap thuong mai CUWN cua CISCO.
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STT  Tén tin cong IDS ciia bai bio CUWN

1 AIRJACKSSID Phat hién Phat hién
2 APSPOOF Phat hién Phat hién
3 BSSTIMESTAMP Phat hién Phat hién
4 CRYPTODROP Phat hién Phat hién
5 DEAUTHFLOOD Phat hién Phat hién
6  BCASTDISCON Phét hién Phat hién
7 DHCPCLIENTID Phét hién Phat hién
8  DHCPCONFLICT Phét hién Phat hién
9  DISASSOCTRAFFIC Phat hién Phat hién
10  DISCONCODEINVALID Phat hién Phat hién
11  DEAUTHCODEINVALID Phat hién Phat hién
12 DHCPNAMECHANGE Phat hién Phat hién
13 DHCPOSCHANGE Phat hién Phat hién
14 LONGSSID Phat hién Phat hién
15 LUCENTTEST Phat hién Phat hién
16 MSFBCOMSSID Phét hién Phat hién
17 MSFDLINKRATE Phat hién Phat hién
18  MSFNETGEARBEACON Phat hién Phat hién
19 NETSTUMBLER Phat hién Phat hién
20 NULLPROBERESP Phat hién Phat hién
21  PROBENOJOIN Phit hién Phat hién

Trong cac trudng hop kiém thir, hé théng IDS
clia bai bao nay déu phat hién duoc va dua ra canh
b4o ngay lap tic thong qua tin nhin SMS, luu
thong tin vao co s¢ dir liu. Ngoai ra, hé thong
cling c¢6 kha nang phat hién cac hinh thtc tin cong
bén ngoai khac, cu thé duoc liét ké tai Kismet
Documentation [11].

Theo d6, véi giai phap nguén mé mién phi cua
bai bdo dd c¢6 thé hd tro phat hién duoc tat ca 21
hinh thtrc tAn cong khac nhau tir bén ngoai mang
khong day, ngang voi giai phdp thuong mai
CUWN cua CISCO.

Vé thyc té, cac hinh thirc tin cong bén trong
mang khong day twong ddng hodc giong voi cac

hinh thirc tin cong trong mang Ethernet thong
thuong. Do d6, cac hinh thirc tan cong dang nay vo

ﬁ—

Android Phone

IDS Server

cung da dang va phong phu, nén khong thé kiém
thir ¢ bao quat tat ca. Chung toi chi dua ra mot két
qua thuc nghiém dé ching minh dwoc rang: v6i hé
thdng IDS cuia bai bao, c6 thé mg dung dugc Snort
cing nhu rules cua nd nham kiém tra cac goi tin
(bat ké hinh thirc ma héa) dé phét hién cac cudc tin
cong tir bén trong mang khong day.

M5 hinh thir nghiém tin cong bén trong mang
khong day dugc thé hién nhu Hinh 8. Theo do, vi
mdt Iy do nao dd, hacker da thdm nhép duogc vao
mang WLAN. PAu tién, hacker s& tién hanh quét
mang dé thu thap thong tin vé cac host dang hoat
dong cling nhu cac dich vu dang van hanh trén host
d6. Sau d6, hacker sé& tién hanh exploit dé chiém
quyén diéu khién may tinh target dang van hanh
dich vu Samba.

SSID: NgoTrungHieuWRT

g

Access Point A

Target Hacker

Hinh 8: M hinh kiém tra tdn cong bén trong mang khong day
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Tuong ty, trong ca 2 budc quét mang va
exploit, hé théng IDS ciia bai béo ciing déu phat
hién dugc va dua ra canh bao ngay lap tuc khi sy
kién thdm nhip viura xdy ra (tc ngay khi hacker
vira quét mang va ngay khi hacker vira exploit)
thong qua tin nhidn SMS, luu théng tin vao co so
dir liéu. Viéc phat hién dya trén nhiing rule duoc

Béng 2: Kiém thir tan cong bén ngoai va so sanh
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dinh nghia trong Snort.

5.2 So sanh véi cac két qua khac va nhan xét
Giai phap IDS cua bai bao s& dugc so sanh vé mit
churc nang cung vadi cac giai phap ngudén mé tuong
tu khac va gidi phap thuong mai CUWN cua
CISCO theo Bang 2:

IDS dwoc dé

Quadrant

Tén chirc ning nghi CUWN Information Security Jason Murray
Phat hién tén cong tir Co, dua trén Co, tuong tu . O Co, dua trén

A .. . . Co, dua trén Kismet .
bén ngoai ) Kismet Kismet Kismet
Ptlat hién tan cong tir C6, dua trén Co C6, dua trén Snort Khéng
bén trong ) Snort
HO trg ruleg deé nhan
dién thém tan cong tr  Co, Snort rules  Co Co, Snort rules Khoéng
bén trong
HO) trg canh bdo tic thi ., R R .
bang tin nhin SMS 6 N Khong Khon% Khong
H3 tro quan 19 su kién €6, ho trg ca Chi ho trg Snort,

O ro quan 1y Su Kie Snort lan Co Kismet khong ho trg Khoéng
V41 co so dir liéu . <

) Kismet san
gll;g dimg gbi tin xau Khong Co Khong Khong
memrone i hongring Khong g0 g ring buge % Khone rine
Kha nang mo rong budc boi phan  budc phan oL Ao, budc boi phan
, , boi phan ciing ,
) cing cimg CISCO o cing

Gia thanh trién khai Rat thap Rét cao Rat thap Rat thap

Qua Béng 2 c¢6 thé thay, giai phéap IDS cua bai
béo mang nhiéu wu diém vuot troi so vdi cdc giai
phap ngudn mé khéc, cu thé 1a vé kha ning phat
hién dugc cac hinh thic tin cong tir bén ngoai 1an
bén trong, canh bao tirc thi bing SMS cho mét hay
nhiéu nha quan tri ngay khi phat hién tan cong; hd
trg quan ly cac su kién x4u tir tAn cong bén ngoai
(Kismet) 1an bén trong (Snort) bang co s& dit ligu
thong qua tmg dung Web, cic giai phap ngudn mo
nhu Quadrant Information Security chi quan 1y cac
su kién x4u tir tAn cong bén trong bang cach dung
tmg dung Web c6 sin ctia Snort, khong hd trg cho
Kismet (do Kismet khong luu trit vao co so dit liéu
cling nhu khong c6 tng dung Web di kém).

Kha nang m¢ rong cua nhing giai phap su
dung phan mém ma ngudn mo 1 vo cing cao, vi
dy nhu tir viéc hd tro giri canh béo tirc thoi thong
qua tin nhan SMS, hoan toan c6 thé dé& dang tich
hop thém viéc gui canh bao qua SMTP, SNMP..
Mot diéu quan trong khac 1a nhiing giai phap nay
khong bi phu thude vao phin cing, co thé sir dung
két hop céc thiét bi tir cic nha san xudt phan cung
khéc nhau. Trong khi d6, cac gidi phap ngudn dong
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thuong mai nhu CUWN dudng nhu khong cung
cap cho nguoi dung nhitng thuén lgi nay.

Chirc ning chin dung goi tin xau (IPS) cua
CUWN van hoat dong dua trén rules, diéu nay
ddng nghia voi viée chire nang IPS khéng the chan
dimg moét cudc tdn cong moi (tc cude tin cong
chua dugc dinh nghia trong rules). Mac du, giai
phap cuia bai bao van chua cai dit duge chiic ning
chin dimg g6i tin xdu (IPS) nhu & giai phép
CUWN cua CISCO, nhung vo6i nhiing tinh nang
cling nhur hiéu qua ma giai phap nay IDS ngudén mé
mién phi clia bai bio nay mang lai, day that sy la
mdt giai phap tiém ning cho phan 16n cc qudc gia
dang phat trién.

6 KET LUAN VA HUONG PHAT TRIEN

Qua céc phin di trinh bay bén trén, bai bao da
dua ra dugc mot giai phap thay thé hiéu qua va tiét
kiém trong viéc trién khai hé thong IDS cho mang
khong déy. Giai phap nay khic phuc dugc nhimng
nhuoc diém cia hé thong WIDS truyén thong nhu
dd d& cap & phan 3, cung cap nhiing tinh nang ndi
bat nhu Iuu trit sy kién vao co s dit liéu, kha nang
quan 1y su kién, canh bao tic thi béng SMS... chi
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c6 & nhing hé thong WIDS dit tién. Chi phi trién
khai cua giai phap v6 cung ré do hoan toan st dung
nhiing th1et bi mang thong thudng va cac san pham
phan mem mi ngudn mo. Hé thong ndy co thé
duoc trién khai mot cach rong rai tai nhiéu noi nhu
CcO quan, t6 chure, cong ty... V0’1 quy md nhd, vira,
hay tham chi quy mé 16n can tiét kiém chi phi
trong viéc trién khai mot hé thong bao mat cho
mang khong day nhung van dam béao tinh bao mat
va hiéu qua.

Bén canh d6, hé thdng nay van con ton tai
nhitng khuyét diém nhét dinh: kha nang phat hién
tan cong bén ngoai hoan toan phu thugc vao kha
ning phat hién cua Kismet Server, khong hd trg
viét rule dé nhan dang cac cudc tAn cong moi; kha
ning phét hién cac cudc tin cong bén trong doi hoi
phai dinh nghia truéc vé cac cudc tan cong nay
thong qua rule cta Snort; dir li¢u gui tir Access
Point vé IDS Server mang tinh du thira do Kismet
Drone s& giri nhimg Frame c6 md hoa vé IDS
Server.

Do day la giai phap cho mét hé théng phat hién
xam nhdp nén chi dung lai ¢ viéc dua ra canh bao
cling nhu cung cip cac thong tin lién quan vé cudce
xam nhap, hoan toan khong cé kha nang ngén chin
cudc xam nhép xay ra hay han ché nhitng hau qua
x4u ma nd gy ra. Access Point van hanh trén nén
tang Linux nho vao OpenWRT, nén viéc ng dung
iptables dé Access Point tién hanh chan (drop or
reject) cac goi tin xau hay chén dia chi gui goi tin
xau mot cach tu dong bang chinh iptables hodc
MAC Filter, tir ¢ chin dugc cac cude tin cong tur
bén trong ciing 1 hudng nghién ciru tiém ning.
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